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ABSTRACT Unmanned Aerial Vehicles (UAVs) have been extensively used recently for wireless
networks. However, such networks encounter several challenges that remain unsolved. In this paper,
we address the issue of joint optimization of trajectory design and resource allocation in UAV-based
wireless networks in the presence of eavesdroppers. We first formulate an optimization problem with the
objective to maximize a utility function defined in terms of secrecy rate, energy utilization efficiency,
and interference. Due to the high dimensionality and non-convex nature of the formulated problem, we
propose a Proximal Policy Optimization (PPO)-based Deep Reinforcement Learning (DRL) algorithm to
solve the problem and learn the environment. Our proposed PPO algorithm solves the problem by jointly
controlling the 3D position of UAVs, power, and energy harvesting. Simulation results demonstrate the
efficiency of the proposed algorithm in solving the problem, learning the environment dynamics, and its
superiority over some existing conventional and DRL-based methods.

INDEX TERMS Deep reinforcement learning, secrecy rate, resource allocation, UAV, trajectory design,
wireless communication.

I. INTRODUCTION

IN RECENT years, UAV-based wireless networks have
gained significant research interest and are being progres-

sively adopted across various sectors of society. Their broad
range of applications includes aerial photography, precision
agriculture, environmental monitoring [1], and search and
rescue operations [2]. UAV networks are also used in military
applications [3], where secure and efficient communication
is critical. As UAV technology advances, the ability to
coordinate multiple UAVs in a networked environment opens
up even more possibilities, such as disaster response, delivery
services, and infrastructure inspection. However, because
of the high demand for multi-UAV networks, there must
be effective countermeasures to ensure the safety of the
network from potential security issues that could threaten
data and communication integrity. Protecting UAV networks

from unauthorized access and interference is crucial for their
reliable and secure operation in civilian and defense sectors.
Despite their impressive capabilities, UAV-enabled

networks face various challenges, with security being one
of the most critical concerns. Because of the open nature
of wireless communication and the high mobility of UAVs,
these networks are particularly vulnerable to different
attacks. Threats such as jamming, eavesdropping, hijacking,
and spoofing [4], [5] pose serious risks to the integrity and
confidentiality of the data transmitted in the UAV network.
Such vulnerabilities can compromise the stability and relia-
bility of the network, which makes implementing effective
security measures very crucial and necessary. One of the
primary goals for secure UAV communication is achieving a
high secrecy rate, which involves ensuring that only autho-
rized users can access and interpret sensitive information.
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By enhancing the secrecy rate, UAV networks can enable
secure communication channels, safeguard confidential data
transmission, and reduce the risk of unauthorized interception
or manipulation by eavesdroppers, thus promoting a more
secure network environment.
Existing approaches often encounter substantial challenges

within UAV environments due to the high-dimensional nature
of the problem space and the rapid, unpredictable mobility of
UAVs. These factors make many traditional techniques both
inefficient and impractical, as they often struggle to adapt
to the real-time demands of complex UAV networks. Deep
Reinforcement Learning (DRL), however, offers a promising
solution to these limitations by allocating the learning
process across multiple agents or computing nodes, allowing
it to address the large-scale and high-dimensional demands
typical of UAV scenarios [6], [7], [8]. Unlike traditional
reinforcement learning, DRL enables UAVs to learn adaptive,
optimal behaviors without the need for extensive pre-defined
rules, which can restrict and limit flexibility in evolving
environments. Through DRL, UAVs can autonomously learn
and execute tasks such as efficient path planning, collision
avoidance, and adaptive resource allocation. This adaptability
is especially valuable in dynamic and densely populated
scenarios, where real-time decision-making and reactivity
are essential. Consequently, DRL significantly enhances the
operational efficiency and versatility of UAV networks,
making them far better suited to handle the complexities of
modern, large-scale applications.

A. RELATED WORK
DRL techniques have been widely used lately in addressing
various issues and challenges in UAV networks. In this
section, we focus only on research works that address
the secrecy rate issue in UAV networks using DRL and
conventional methods. However, related works on DRL-
based secrecy rate in non-UAV networks can be found
in [9], [10], [11], [12], [13], [14]. The authors in [15]
introduced an objective of maximizing secrecy rates in
UAVs by optimizing the UAVs’ beamforming and trajectory.
However, optimizing the power of the UAVs was not
studied. In [16], a resource allocation scheme to enhance
the secrecy rate for UAV-assisted cognitive radios was
presented by optimizing the spectrum sensing time, the
power splitting ratio, and the UAVs’ hovering locations. A
security algorithm employing DRL is proposed in [17] that
enables UAVs to find the optimal flight strategy in order
to maximize the average secrecy rate in communications.
In [18], the authors introduced a DRL-based approach
to correct UAV’s localization errors. In [19], the authors
formed an optimization problem aiming to minimize the
UAV’s flight energy consumption and proposed a DRL-
based method to address that problem. The work in [20]
maximizes the average secrecy rate by optimizing trajectory
and power under constraints by employing a Proximal Policy
Optimization (PPO) algorithm to handle the continuous
action space. In [21], the authors maximized secrecy rates

in a UAV-assisted relay network by jointly designing the
transmit beamformer and artificial noise with a transmit
power-constrained UAV. The authors in [22] proposed a
deep unfolding DRL algorithm to maximize the secrecy rate
in a network of multiple UAVs considering a rate-splitting
multiple access (RSMA) network. The authors in [23]
studied a ground-to-UAV (G2U) communication system in
the presence of a malicious eavesdropper. They proposed a
DRL-based algorithm to optimize UAV trajectory planning
for enhanced network security. In [24], the authors proposed
a multi-agent DRL algorithm to secure communications in
UAV networks in the presence of smart UAV eavesdroppers.
To optimize the UAV–base station trajectory for effective
communication in catastrophe scenarios, the authors in [25]
proposed a DRL-based method to address this issue. In [26],
the authors proposed a novel model based on a post-decision
state deep Q-network combined with a Fourier feature
mapping algorithm (referred to as PDS-DQN-FFM) to enable
reliable and secure communication in UAV-RIS networks.
Their goal was to maximize the secrecy rate while ensuring
the QoS requirements of the legitimate user in the presence of
both eavesdroppers and a jammer. Interestingly, the authors
in [27] proposed a multi-agent deep deterministic policy
gradient (MADDPG)-based approach to maximize secure
capacity by jointly optimizing the trajectories of UAVs, the
transmit power of UAV transmitters, and the jamming power
of UAV jammers in the presence of ground eavesdroppers.
However, none of these works have addressed the

joint optimization of secrecy rate, energy efficiency, and
interference in the presence of both a ground eavesdropper
and a wireless charging base station using an advanced DRL
algorithm, such as the PPO algorithm. This paper fills that
research gap, as detailed in the following sections.

B. CONTRIBUTIONS
This paper addresses the challenge of jointly maximizing
a utility function defined by secrecy rate, energy utiliza-
tion efficiency, and interference management through the
combined optimization of 3D position for transmitting and
jamming UAVs, resource allocation, and energy harvesting.
The study considers a UAV network operating in the presence
of an eavesdropper and multiple transmitting and jamming
UAVs. Given the problem’s high non-convexity, complexity,
and difficulty in obtaining a globally optimal solution, we
propose a DRL-based approach utilizing the PPO algorithm
to solve the problem and learn network dynamics. The key
contributions of this paper are outlined as follows:
• We formulate a multi-objective non-convex optimization
problem aimed at simultaneously maximizing the
network’s secrecy rate and energy utilization efficiency
while minimizing interference by jointly optimizing
UAVs’ 3D positioning, power allocation, and energy
harvesting.

• Given the highly non-convex nature and computational
complexity of the formulated problem, along with
the challenges in using conventional approaches, we
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FIGURE 1. Illustration of our proposed UAV system model.

propose a centralized PPO-based DRL architecture
to address it and capture network dynamics. Unlike
most existing studies that assume perfect channel state
information (CSI) availability, our method operates with
limited network and CSI knowledge.

• By carefully defining the DRL network parameters, we
use simulations to showcase how the proposed algo-
rithm effectively learns the optimal policy to address
the formulated optimization problem.

• Through simulations, we showcase that our proposed
PPO-based DRL method outperforms conventional and
DRL-based approaches in both convergence speed
and utility values. Additionally, we demonstrate the
capability of our DRL model to rapidly adapt to the
unpredictable mobility of eavesdroppers within the UAV
network.

The rest of the paper is structured as follows. Section II
introduces our proposed system model and problem for-
mulation. Section III details our proposed PPO DRL-based
approach, explains the key components of the DRL model,
and provides a brief overview of the PPO algorithm.
Section IV explains the simulation setup and provides a
comprehensive analysis of the numerical results. Finally,
Section V concludes this paper.
NOTATIONS: A, a, a, and A denote a matrix, vector,

scalar, and set, respectively. Tr(a) denotes the trace of matrix
a and diag(a) denotes a diagonal matrix whose diagonal
is the vector a. The superscript (·)H and (·)T denote the
Hermitian and transpose operations, respectively. a and ‖a‖

represent the magnitude of a complex number and Euclidean
norm of a vector, respectively. Cx×y is the space of x × y
complex matrices, and

⊗
represents the outer product of

two vectors.

II. SYSTEM MODEL AND PROBLEM FORMULATION
This section explains in details our proposed system model
along with the associated optimization problem formulation.

A. NETWORK MODEL
Our proposed network model is illustrated in Fig. 1. The
network consists of several transmitting UAVs hovering
within the coverage area to collect data and transmit it to
the ground control center (G) for further processing. We
assume the presence of an unauthorized ground passive
eavesdropper attempting to intercept and compromise the
data transmitted from the UAVs over the communication
channel to the ground control center (G). To counter this
threat, we deploy jamming UAVs within the network. These
jamming UAVs continuously transmit known artificial noise
over the null UAV-to-ground control center (G) commu-
nication channel to ensure the confidentiality and secrecy
of the transmitted information. This can be achieved using
precoding or beamforming techniques to ensure the artificial
noise transmitted by the jamming UAVs lies in the null space
of the legitimate UAV-to-ground control center (G) channel.
The ground control center (G) is presumed to know the
channel state information (CSI) and artificial noise in
advance. This enables it to nullify the noise and retrieve
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TABLE 1. List of mathematical notations used in this paper.

our confidential transmitted data. Meanwhile, the passive
eavesdropper intercepting the communication channel will
experience degraded signal quality due to the artificial
noise, which will eventually hinder its data extraction
capability. Note that the artificial noise from jamming UAVs
can interfere with legitimate transmitting UAVs, causing a
degradation of their signal quality. To address this issue,
we explicitly model and constrain this interference in the
optimization problem P1 by ensuring it remains below a
predefined threshold (as shown in constraint C3). In our
framework, we assume that the system has knowledge
of the jamming UAVs’ transmit power, which we use as
a proxy to estimate the interference. This approximation
enables tractable modeling while preserving relevance to
practical scenarios. Such information can be obtained in
practical scenarios through the centralized ground control
center (G) or coordinated mission planning. In many UAV
network architectures, especially those involving ground
control centers, the transmit power levels of cooperative
jamming UAVs are typically pre-configured or dynamically
managed by this controller. This makes it reasonable to
assume that the system is aware of the jamming UAVs’
transmit power, particularly when these UAVs are part of
a coordinated security mechanism within the same network
infrastructure. On the other hand, as depicted in Fig. 1, it is
assumed that the UAV network is equipped with a charging
station (C) to recharge both transmitting and jamming UAVs
and extend the lifespan of their batteries. Additionally,
it assumed that each transmitting and jamming UAV is
equipped with energy harvesting functionality to transform
the received energy from the charging station (C) into usable
power. In our network framework, activities are executed in
discrete time slots t. At each time slot, the current network

state remains static but evolves in the subsequent slot. During
each time slot, the UAV network determines the following
for the transmitting and jamming UAVs: the 3D locations,
transmission and jamming power, and the energy transferred
from the charging station (C) to the transmitting and jamming
UAVs.
Let’s denote Nt as the total number of transmitting UAVs,

Nj as the total number of jamming UAVs, Ne as the total
number of ground unauthorized eavesdroppers, Hij as the
channel gain between the ith transmitting UAV and jth
jamming UAV, hie as the channel gain between the ith
transmitting UAV and eth eavesdropper, hje as the channel
gain between the jth jamming UAV and eth eavesdropper, pi
as the transmit power of the ith transmitting UAV, and pj as
the transmit power of the jth jamming UAV. In this paper,
we will reserve the letters i to denote transmitting UAVs
∀i ∈ Nt, j to denote jamming UAVs ∀j ∈ Nj, and e to denote
ground eavesdropper ∀e ∈ Ne. For clarity and completeness,
Table 1 lists the notations used in this paper.

B. SECRECY COMMUNICATION MODEL
In this study, we consider downlink communication between
the transmitting UAVs and the ground control center (G).
The air-to-ground channel model characterizes the channel
conditions between the UAVs and the ground control center
(G). We adopt the widely used probabilistic model, as in [28],
[29], [30], [31], [32], which assumes that received signals can
be either line-of-sight (LoS) or non-line-of-sight (NLoS) with
certain probabilities. These probabilities are functions of the
environment, the density and height of surrounding buildings,
and the elevation angle. The probabilities of LoS (pLoS) and
NLoS (pNLoS) are determined using the probabilistic model
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as follows [28], [29], [30], [31], [32]:

pLoS = 1

(1+ β exp(−a[ 180
π
arctan( hd )− β])

(1)

where the constants a and β are determined by the urban
environment, h is the hovering altitude of UAVs, and d
represents the horizontal distance between the UAVs and
the ground control center (G). The pNLoS is calculated using
pNLoS = 1− pLoS.
The path loss equations for both LoS and NLoS cases are

defined as follows [28], [29], [30], [31], [32], [33], [34]:

PLLoS(dTXRX) = λLoS + 10nLoS log10

(
4π fcdTXRX

c

)

(2)

PLNLoS(dTXRX) = λNLoS + 10nNLoS log10

(
4π fcdTXRX

c

)

(3)

where dTXRX is the transmitter-receiver separation distance,
λLoS and λNLoS are an environmental constant, fc is the carrier
frequency, and c is the light speed. Note that the probability
of receiving a LoS signal increases with a higher elevation
angle in 1. Consequently, the average path loss is calculated
using [28], [29], [30], [31], [32]:

PL(dTXRX) = pLoS × PLLoS + pNLoS × PLNLoS (4)

It is noteworthy that modeling the channel as either LoS
or NLoS with certain probabilities (i.e., using a Bernoulli
selection per time slot) is also a valid option to reflect the
instantaneous CSI in each slot. However, we intentionally
adopted the averaged path loss model shown in (4), as also
used in [28], [35], for these two reasons: 1) to simplify
the system dynamics for tractable optimization and stable
DRL training, and 2) to accommodate the cases of partial
LoS/NLoS conditions.
The channel gain between any transmitter-receiver

communication link as shown in Fig. 1 is given
by [36], [37], [38]:

hTXRX(t) = 10
−PL(dTXRX )

10 |�TXRX(t)|2, (5)

where �TXRX(t) is the small scale fading of the transmitter-
receiver communication channel.
Assuming an OFDM-based system with flat fading, the

upper bound on the downlink data rate for all communication
links depicted in Fig. 1 at time slot t is formulated as
in (6). Accordingly, the transmission data rate from the ith
transmitting UAV to the ground control center (G) at time
slot t is given by [28], [37], [38]:

RiG(t) = ω log2

(
1+ pi(t)hiG(t)

ωN0

)
,∀i ∈ Nt (6)

where ω and pi(t) represent the bandwidth allocation (which
is assumed to be fixed and pre-allocated in our system model)
and transmit power for the ith UAV, respectively, and N0
denotes the noise power spectral density. The transmission

data rate from the ith UAV to the eth eavesdropper at time
slot t is expressed as:

Rie(t) = ω log2

(
1+ pi(t)hie(t)

ωN′0 + pj(t)hje(t)
)
,∀i, j ∈ Nt,Nj (7)

where hie(t) and hje(t) are defined by (5) and they represent
the channel gain between the ith transmission UAV and the
eth eavesdropper, and between the jth jamming UAV and the
eth eavesdropper, respectively, as depicted in Fig. 1. pj(t) is
the artificial transmit noise power of the jth jamming UAV,
which is intentionally introduced to reduce the ability of the
eavesdropper to intercept the legitimate signals.
To guarantee secure communication between the UAV

network and the ground control center (G), maximizing the
secrecy rate of the legitimate channel is crucial. The average
secrecy rate is calculated as the difference between the
wireless transmission rate from the ith UAV to the ground
control center (G) and the wireless transmission rate from
the ith UAV to the eth eavesdropper, i.e., [28], [39]:

Rseci (t) = RiG(t)− Rie(t), ∀i, e ∈ Nt,Ne (8)

Consequently, the overall secrecy rate attained by all UAVs
within the network illustrated in Fig. 1 is given by:

Rsectot (t) =
Nt∑

i=1

Rseci (t) =
Nt∑

i=1

RiG(t)− Rie(t), (9)

C. ENERGY MODEL
This section presents the energy model adopted in our
proposed system framework depicted in Fig. 1. We consider
three energy models: the energy consumption for data
transmission, the energy utilized by jamming UAVs, and the
energy harvested by UAVs.

1) ENERGY OF DATA TRANSMISSION

The energy consumed by the ith transmitting UAV to send
data to the ground control center (G) is determined by:

eti(t) =
pi(t)li(t)

RiG(t)
= pi(t)li(t)

ω log2(1+ pi(t)hiG(t)
ωN0

)
(10)

where li represents the size of data packet transmitted from
the ith transmitting UAV to the ground control center (G).

2) ENERGY OF JAMMING UAVS

The primary function of the jamming UAVs illustrated in
Fig. 1 is to prevent the ground eavesdropper from accurately
receiving the data sent by the transmitting UAVs. The energy
consumed by the jth jamming UAV to send artificial noise
and disrupt the signal intercepted by the eth eavesdropper is
expressed as [28], [39]:

etj(t) =
pj(t)lj(t)

Rie(t)
= pj(t)lj(t)

ω log2

(
1+ pi(t)hie(t)

ωN′0+pj(t)hje(t)
) (11)

where lj represents the size of data packet transmitted
from the jth jamming UAV to the ground control center
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(G). In our model, the jamming UAVs are assumed to
transmit artificial noise during the same time slots as
the transmitting UAVs. In our model, the jamming UAVs
are assumed to transmit artificial noise during the same
time slots as the transmitting UAVs. However, the energy
consumption in (11) is calculated based on the effective
jamming duration required to ensure sufficient interference
at the eavesdropper side. This modeling choice allows us
to account for the trade-off between jamming efficiency
and energy usage under realistic transmission constraints. In
particular, this definition captures a practical energy-aware
design philosophy, where jamming is applied only as much
as necessary to achieve secure communication in order to
preserve energy resources. The effective jamming duration
is determined by the minimum time required to reduce
the eavesdropper’s received signal quality below a secrecy
rate threshold. This is implicitly governed by factors such
as jamming power, CSI conditions, and the eavesdropper’s
decoding capability.

3) HARVESTING ENERGY

In the system model illustrated in Fig. 1, we employ
wireless radio frequency-based energy harvesting technology
to recharge all UAVs in the network, thereby extending
their operational lifespan [35], [40], [41], [42]. The charging
station (C) transmits radio frequency signals, serving as a
controllable energy source to power all UAVs and enhance
the overall quality of service (QoS). It is assumed that UAVs
are equipped with energy harvesting capabilities to convert
the received radio frequency signals from the charging station
(C) into usable energy [41], [43].
In this work, energy harvesting management is also

integrated as a key component, considering that the harvested
energy primarily depends on two factors: the path loss
between the charging station (C) and the UAVs, and
the amount of energy transferred by the charging station
(C) [29]. Under the assumption of a linear energy harvesting
model [35], the energy harvested by the ith UAV at time slot
t is given by Ehi (t) = hCi(t)ζiehi (t), where ζi represents the
UAV’s energy harvesting efficiency, ehi (t) denotes the energy
transferred from the charging station (C) to the ith UAV, and
hCi(t) is the channel gain between the charging station C
and the ith transmitting UAV. The channel gain for wireless

energy transfer is expressed as hCi(t) = 10
−PL(dCi)

10 |�Ci(t)|2
where PL(dCi), �Ci(t), and dCi represent the average path
loss, the small scale fading, and the distance between the
charging station (C) and the ith UAV, respectively.
In Fig. 1, we assume that the batteries for all UAVs

can wirelessly recharge from the charging station (C). The
battery status for the ith transmitting and jth jamming UAV
is given by bi/j(t) = [b1(t), b2(t), . . . , bNt (t)/bNj(t)], where
b(t) ∈ [0, 1] represents the UAV’s battery percentage at the
beginning of each time slot t.
The flight energy consumption of the ith transmitting

and jth jamming UAVs is defined to encompass propulsion
energy, hovering energy, blade profile energy, induced

energy, and mean rotor-induced energy. Accordingly,
the total flight energy consumption is expressed
as [17], [44], [45]:

efi/j(t) =
Pf
∥
∥qi/j(t + 1)− qi/j(t)

∥
∥

v
, (12)

where Pf is the flight power of the UAVs, v is the velocity or
speed of the UAV, and ‖qi/j(t)‖ defines the 3D coordinates
of the ith transmitting and jth jamming UAVs at time slot t,
such that qi/j(t) = [xi/j(t), yi/j(t), zi/j(t)]. The 3D coordinates
‖qi/j(t)‖ has the following constraints:

∥
∥qi/j(t + 1)− qi/j(t)

∥
∥2 ≤ L2, (13)

∥
∥qi/j(t)− qi/j(t)

∥
∥2 ≥ d2

min, (14)

where L = τvmax represents the maximum 3D Euclidean
distance a UAV can cross in one time slot, with vmax
denoting the UAV’s velocity, τ represents the length of
the time slots, and dmin represents the minimum required
distance between two transmitting and jamming UAVs at all
times.
Consequently, the battery energy level at each time

slot t is determined by the energy harvested, the current
battery status, the energy consumption for data transmission
or jamming, and the energy consumed for flight by the
transmitting or jamming UAVs. To determine the UAV’s
energy level in the next time slot t, we consider two
cases;

• First, if the ith transmitting UAV is fully charged
to Bmax, where Bmax denotes the maximum battery
capacity of the UAV, its battery energy level at time
slot t is expressed as Bmax − eti(t)− efi (t), whereas for
the jth jamming UAV, the battery energy in this case is
Bmax − etj(t)− efj (t).

• Second, if the UAV’s battery is not fully charged, then
the energy level for the ith transmitting and jth jamming
UAVs is given by Ehi/j(t)+ bi/j(t)− eti/j(t)− efi/j(t).

Accordingly, the battery level for the ith transmitting and jth
jamming UAVs at the next time slot t + 1 is given by:

bi(t + 1) = min
{
Ehi (t)+ bi(t)− eti(t)− efi (t),Bmax

}
,

bj(t + 1) = min
{
Ehj (t)+ bj(t)− etj(t)− efj (t),Bmax

}
(15)

The total energy consumed by the network encompasses
all the energies discussed above. Now, we define the energy
utilization efficiency as the ratio of total energy consumption
to the associated transmit power. It serves as a power-
normalized metric that reflects how effectively the available
energy is utilized in the network under a given power
budget. A higher energy utilization efficiency, indicates more
favorable energy usage behavior. This makes it also suitable
as a reward component in the DRL-based optimization
framework, as discussed in the next section. Consequently,
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the total energy utilization efficiency of the network is
expressed as:

Etot(t) =
Nt∑

i=1

(
eti(t)+ efi (t)+ ehi (t)

pi(t)

)

+
Nj∑

j=1

⎛

⎝
etj(t)+ efj (t)+ ehj (t)

pj(t)

⎞

⎠, (16)

It is noteworthy that we adopted in this paper the term
energy utilization efficiency, which differs from the classical
definition of the energy efficiency. Traditionally, energy
efficiency is defined as the ratio of secrecy rate to total energy
consumption. However, our total utility function will be
formulated as a weighted balance of key metrics, namely the
secrecy rate, energy utilization efficiency, and interference,
to allow flexible policy learning within the DRL framework.
In particular, dividing energy consumption by power is used
to normalize energy usage relative to transmit power. This
allows us to capture the trade-off between energy consumed
and the power budget within the DRL framework. This
definition of energy utilizatoin efficiency is intentionally
designed as a task-specific utility term to guide the learning
process of the DRL agent and promote convergence toward
energy-aware policies.
The total interference of the network is the total

interference from the jamming UAVs to all the legitimate
transmitting UAVs (Iji) as shown in Fig. 1, which is
expressed as:

Itot(t) =
Nt∑

i=1

Nj∑

j=1

Iji(t), (17)

D. MOBILITY MODEL
In order to emulate dynamic network conditions, we adopt
the Random Waypoint mobility model for the eavesdrop-
per [46]. In this model, we assume that the eavesdropper

moves from one random waypoint to another within the
network coverage. At each waypoint, the eavesdropper
pauses for a certain time before moving to the next waypoint.

E. PROBLEM FORMULATION
The main goal of this paper is to jointly determine the
optimal 3D coordinates (x, y, and z), power allocations, and
harvesting energy for the transmitting and jamming UAVs
to maximize the overall utility of the UAV network shown
in Fig. 1, which is defined in terms of total secrecy rate,
energy utilization efficiency, and interference. In particular,
we aim to maximize a multi-objective utility function that
balances the following aspects:

• Secrecy rate: Maximize the difference between the
legitimate transmission rate and the rate intercepted by
the eavesdropper, as expressed in (9).

• Energy utilization efficiency: Maximize the energy
usage of UAVs supported by energy harvesting, as
expressed in (16).

• Interference mitigation: Minimize the interference
caused by jamming to legitimate communication, as
expressed in (17).

Consequently, our optimization problem is expressed as
shown in (18), where constraint C1 ensures that the downlink
data rate from all transmitting UAVs exceeds the minimum
required secrecy rate of the network Rsecmin. C2 is the jamming
constraint that ensures the jamming UAVs disrupt the signals
intercepted by eavesdroppers by minimizing their received
SNR below their minimum required SNR (i.e., sensitivity)
�mine . C3 ensures that the interference from the jamming
to transmitting UAVs is below a certain threshold Imaxi .
C4 ensures that the battery levels of transmitting and
jamming UAVs at the next time slot are chosen to be
the minimum of the harvested energies and the maximum
energy budget of the UAVs. C5 shows that the efficiency
of the batteries of the transmitting and jamming UAVs
must always be positive. C6 ensures that the maximum

P1 : maximize
Q,p,eh

T∑

t=1

U(t) =
T∑

t=1

(

w1R
sec
tot (t)︸ ︷︷ ︸

Total secrecy rate

+ w2Etot(t)︸ ︷︷ ︸
Total energy utilization efficiency

− w3Itot(t)︸ ︷︷ ︸
Total interference

)

s.t. C1 : Rseci (t) ≥ Rsecmin, ∀i ∈ Nt
C2 : �ie(t) < �mine , ∀i ∈ Nt,∀e ∈ Ne
C3 : Iji(t) < Imaxi , ∀i ∈ Nt,∀e ∈ Ne
C4 : bi/j(t + 1) = min

(
bi/j(t)+ Ehi/j(t)− eti/j(t)− efi/j(t),Bmax

)
, ∀i ∈ Nt, ∀j ∈ Nj

C5 : bi/j(t)+ Ehi/j(t)− eti/j(t)− efi/j(t) ≥ 0, ∀i ∈ Nt,∀j ∈ Nj
C6 :

∥
∥qi/j(t)− qi/j(t − 1)

∥
∥2 ≤ L2, ∀i ∈ Nt,∀j ∈ Nj,∀t ∈ N

C7 : ‖qu(t)− qv(t)‖2 ≥ d2
min, u, v ∈ (i, j), u 	= v,∀i ∈ Nt,∀j ∈ Nj,∀t ∈ N

C8 : xmin ≤ xi/j(t) ≤ xmax, ymin ≤ yi/j(t) ≤ ymax, zmin ≤ zi/j(t) ≤ zmax, ∀i ∈ Nt,∀j ∈ Nj
C9 : 0 ≤ pi/j(t) ≤ Pmax, ∀i ∈ Nt,∀j ∈ Nj. (18)
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distance the transmitting and jamming UAVs can cross in
one time slot is within a pre-defined limit, where L =
τvmax. C7 ensures that the minimum distances between any
two different transmitting and jamming UAVs at all times
are kept within a predefined limit dmin. C8 guarantees that
3D coordinates of the transmitting and jamming UAVs are
within the allowable spatial coverage. C9 guarantees that
the transmit power of transmitting and jamming UAVs do
not violate their allowable power budgets. Also, w1,w2, and
w3 in the utility function U(t) are weighting factors for the
secrecy rate, energy utilization efficiency, and interference
mitigation, respectively, such that w1 + w2 + w3 = 1.

F. WHY DRL TO SOLVE PROBLEM P1?
Problem P1 is inherently non-convex, primarily due to the
non-concavity of the objective function and constraints C1
and C2. While an optimal solution to P1 could theoretically
be achieved through exhaustive search methods using clas-
sical mathematical techniques [47], this becomes infeasible
as the search space expands exponentially. This growth is
driven by the high dimensionality, large-scale nature, and
continuous variables within the underlying network depicted
in Fig. 1. Consequently, standard methods are inadequate for
solving such complex non-convex optimization problems [8].
Note that compared to the problem formulated in previous
works, such as [28], we enhanced the objective function
in P1 and incorporated optimization variables for both
transmitting and jamming UAVs. Additionally, we introduced
a mobility model for the eavesdropper. These enhancements
made the problem more realistic but significantly increased
its complexity. Therefore, we propose a PPO model to
address P1 and effectively learn the network dynamics, as
detailed in Section III. In particular, DRL (specifically PPO)
offers key advantages: it handles continuous state and action
spaces, learns optimal policies without requiring full model
knowledge, and adapts to dynamic environments through
experience. These capabilities make DRL particularly suit-
able for capturing the complex and stochastic nature of UAV
networks, as it enables joint optimization over time while
learning environment dynamics [6], [8], [48].

III. PPO FOR JOINT TRAJECTORY DESIGN AND
RESOURCE ALLOCATION FOR UAV NETWORKS
In this section, we demonstrate how to implement the
DRL technique to solve P1 and learn the dynamics of
the UAV network shown in Fig. 1. We first formulate the
problem as a Markov decision process (MDP) represented
by the tuple {S,A, p, r}, where S , A, p, and r represent
the state space, action space, probability transition, and
reward function, respectively [8], [49]. We consider the
UAV network as the environment and the ground control
center (G) as our acting agent that observes the environment
and takes appropriate actions based on the current state
of the environment. Subsequently, a reward signal will be
produced according to the actions executed by the agent
within the UAV environment to produce the next network

FIGURE 2. Architecture of our proposed PPO model.

state. We define these elements as follows. Fig. 2 shows
the architecture of our proposed PPO algorithm used to
solve P1. Note that we have adopted a single-agent approach
in this work, where the ground control center (G) acts as
the central agent. However, a MADRL approach remains
a valid alternative, depending on how the system model in
Fig. 1 is interpreted. We believe that extending this work to
a MADRL framework represents a promising direction for
future research in this context.

1) STATE SPACE

The state space is designed to contain effective information
about the UAV networks to enable our agent to learn the
optimal policy. The ground agent will be trained considering
that only limited information about the dynamics of the
UAV is available. Specifically, assume the agent only knows
historical data on achieved rates and battery levels. Note
that the equations of data rate discussed in Section (II) still
include the channel gain terms, which are crucial for the
agent’s learning process. At time step t, the agent’s state
space comprises four components; the vector of downlink
secrecy data rate from all transmiting UAVs to the ground
center at the previous time slot Rsec(t − 1) ∈ C

1×1, vector
of battery levels of transmitting and jamming UAVs at the
previous time slot b(t − 1) ∈ C

(Nt+Nj)×1, vector of energy
consumed by transmitting and jamming UAVs at the previous
time slot EH(t − 1) ∈ C

(Nt+Nj)×1, and vector of minimum
secrecy rate requirements of transmitting UAVs Rsecmin ∈ C

1×1.
The size of the state space is a vector of length 3Nt + 2Nj
+ 1. Consequently, the state space is expressed as:

S(t) =
[
Rsec(t − 1) ∈ C

Nt×1,b(t − 1) ∈ C
(Nt+Nj)×1, (19)

EH(t − 1) ∈ C
(Nt+Nj)×1,Rsecmin ∈ C

1×1
]
,

2) ACTION SPACE

In our proposed system model shown in Fig. 1, the actions
taken by the ground control center are designed to maximize
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the objective function of P1 by jointly controlling the
optimization variables. Hence, the actions of the ground
center agent at each time step are the matrix of the 3D
coordinates of all transmitting and jamming UAVs Q(t) ∈
C
(Nt+Nj)×3, vector of power allocations of transmitting

and jamming UAVs p(t) ∈ C
(Nt+Nj)×1, and vector of the

amount of energy transferred from the charging station to
all transmitting and jamming UAVs eh(t) ∈ C

(Nt+Nj)×1. The
size of the action space is a vector of length 5(Nt + Nj).
Consequently, the action space is expressed as:

A(t) =
[
Q(t) ∈ C

(Nt+Nj)×3,p(t) ∈ C
(Nt+Nj)×1, (20)

eh(t) ∈ C
(Nt+Nj)×1

]
,

3) REWARD FUNCTION

The objective of our optimization problem in P1 is to
maximize a multi-objective utility function in terms of
secrecy rate, energy utilization efficiency, and interference
mitigation. The agent’s reward at each time step is calculated
based on observing the current state of the UAV network
as given by (19) and executing the corresponding action as
given by (20). Hence, the instantaneous reward function is
expressed by:

r(t) =
T∑

t=1

(

w1R
sec
tot (t)+ w2Etot(t)− w3Itot(t)

)

, (21)

The utility maximization problem can be formulated
based on the agent’s instantaneous reward. The expected
cumulative discounted reward throughout the time horizon
T is expressed as R = E[

∑T
t=1 γ

t−1r(t)], where 0 ≤
γ ≤ 1 is the discount factor [6], [8]. Our objective is to
derive the optimal decision policy, π∗, which determines
the UAVs’ 3D locations, power allocation, and harvested
energy to maximize the ground control center agent’s long-
term reward. This is expressed as π∗ = argmax

π
R =

argmax
π

∑T
t=1 γ

t−1r(s(t), a(t)).

A. THE PPO ALGORITHM
As highlighted in Section II-F, the optimization problem
in P1 is computationally challenging and unsuitable for
traditional solution methods [6], [8]. To address this, we
propose employing the PPO algorithm to derive and learn the
optimal policy, π∗. The PPO method is a robust and efficient
DRL approach specifically designed to handle problems
characterized by high dimensionality and continuous state-
action spaces [50].

The PPO algorithm is a policy gradient approach based
on the actor-critic framework [50], [51], and it represents
an enhanced version of the trust region policy optimization
(TRPO) algorithm. It relies on the use of the importance
sampling concept to quantify the difference between policies
before and after updates, thereby regulating policy adjust-
ments and ensuring the updated policy remains within the

trust region of the original. The desired policy (π∗) is derived
by training the DNNs to reduce the following Bellman loss
equation:

L(θ) = Et
[
logπθ(at | st)At

]
, (22)

where θ is the training weights of the actor and critic
networks, and At is an estimator of the advantage function
at step t. TRPO represents the ratio of probabilities between
the current policy and the previous one as ψ(θ) = πθ (at|st)

πθold (at|st) .
An alternative objective function is defined as [50], [51]:

LTRPO(θ) = Et[ψ(θ)At]. (23)

However, maximizing LTRPO(θ) can result in an overly
large policy update. To address this, LPPO(θ) was introduced
to adjust the objective function and penalize policy changes
that cause ψ(θ) to deviate from 1. It is defined as [50]:

LPPO(θ) = Et
[
min(ψ(θ)At, clip(ψ(θ), 1− ε, 1+ ε)At)

]
,

(24)

where ε is the policy clip hyperparameter, the clip() function
is used to guarantee that the values of ψ(θ) remain within
(1− ε, 1+ ε) in order to mitigate excessive policy updates.
The actor network optimizes its policy parameter θ by
minimizing the loss function LPPO(θ). A truncated version
of generalized advantage estimation to compute At is used
as, which is expressed as [50]:

At = δt + γ δt+1 + · · · + γ T−t+1δT−1

where δt = rt + γVϕ(st+1)− Vϕ(st), (25)

where Vϕ(st) is the state-value function at time slot t. The
critic network is updated using the empirical average At for
each sample batch. The loss function for the critic network
is expressed as:

Lcritic(ϕ) =

T∑

t=1

√
At

T
. (26)

This loss function is based on the standard formulation used
in PPO implementations to train the critic network [50],
where the goal is to minimize the error between predicted and
actual value estimates. In particular, the use of the advantage
estimator At ensures that the critic learns accurate state-
value predictions to support stable policy updates in the actor
network. This formulation is designed to improve learning
efficiency and convergence stability. We refer the interested
reader to the original paper [50] for more details on the PPO
algorithm.
The pseudo-code flow of the proposed PPO model

designed to solve our optimization problem P1 is outlined
in Algorithm 1 along with Fig. 2. Lines 1 to 3 involve
initializing the agent’s hyperparameters, including the state
space, DNN weights, and replay memory D. In Lines 4 to 10,
the agent interacts with the UAV environment by observing
states, performing actions, and receiving next states and
numerical rewards, which are then stored in D. Lines 11
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Algorithm 1 PPO for Joint Trajectory Design and Resource
Allocation in UAV Networks
Input: Nt,Nj,Ne,Rsecmin.
Output: Optimal Q, p, eh.
1: Initialization: Set t = 0 and initialize states of the agent s0 with

initial observations.
2: Randomly initialize weights of the actor and critic networks θ .
3: Initialize replay memory D.
4: for episode = 1 to T do
5: Reset the state of the agent s(t).
6: for t = 1 to M do
7: Observe state s(t) from the environment using (19).
8: Execute action a(t) using (20) according to πθold .
9: Receive reward using (21), then observe next states s(t + 1).
10: Store transitions < (s(t), a(t), r(t), s(t + 1) > in D.
11: if len(batch) ≥ batch size then
12: Calculate the advantage At using (25).
13: Sample random mini-batch of transitions from D.
14: Update the weights θ of the actor and critic networks by

minimizing the losses LPPO(θ) and Lcritic(ϕ) using (24) and
(26).

15: end if
16: Update weights of target networks θold ← θ .
17: end for
18: end for

to 16 detail the learning phase, where the ground agent
samples mini-batch transitions from the stored data to refine
its policy. This iterative process continues until the agent
converges to the optimal global policy for solving P1.

B. COMPUTATIONAL COMPLEXITY OF THE PPO MODEL
The computational complexity of our proposed PPO algo-
rithm, detailed in Algorithm 1 and illustrated in Fig. 2,
is analyzed as follows. PPO is typically implemented
using the Actor-Critic framework [50], with complexity
determined by the number of multiplications performed in
each episode. Since the employed DNNs consist of fully
connected layers, the computational complexity is given
by O(∑K−1

k=0 C
in
k C

out
k+1) where Cin

k and Cout
k represent the

number of input and output neurons in the kth hidden
layer, and K denotes the total hidden layers. In our work,
both the actor and critic networks utilize identical fully
connected DNNs with K layers, leading to a complexity of
O(2∑K−1

k=0 C
in
k C

out
k+1). As outlined in Algorithm 1, T training

episodes and M time slots are considered. Hence, the overall
complexity order of our proposed PPO model is expressed
as O(2TM∑K−1

k=0 C
in
k C

out
k+1).

IV. PERFORMANCE EVALUATION
This section outlines the simulation setup and the corre-
sponding numerical results used to evaluate the performance
of the proposed PPO-based DRL algorithm, detailed in 1,
for solving the network optimization problem P1. We first
describe the simulated UAV network’s specifications and the
architecture of the PPO model. Next, the numerical results
are presented and analyzed. Furthermore, we consider a sce-
nario where the PPO algorithm operates online, showcasing
its adaptivity to dynamic and abrupt network changes, such
as eavesdropper mobility. The proposed PPO algorithm is
compared against three well-known benchmarks:

TABLE 2. Network’s simulation parameters.

• A DRL-based method, specifically the DDPG algorithm
similar to [28],

• Another DRL-based method, which is the policy-based
Asynchronous Advantage Actor-Critic (A3C), similar
to [52], [53], and

• A conventional method, namely the genetic algorithm
(GA), similar to [54], [55], [56].

A. SIMULATION SETUP
We simulate the UAV network scenario depicted in Fig. 1,
which consists of ten transmitting UAVs, two jamming
UAVs, and one ground eavesdropper, all operating within
a 200-meter-diameter area. This setup provides a proof of
concept and can be scaled to accommodate more UAVs. The
speeds of the transmitting and jamming UAVs are controlled
by commands issued from the ground center (C). The
remaining simulation parameters, largely inspired by [28],
[45], [57], [58], [59], are detailed in Table 2. Additionally,
a single agent is simulated using the PPO DRL algorithm
and implemented in Python with the PyTorch library.
Tanh activation functions, coupled with Batch-normalization
layers, are employed in all DNNs, and the Adam optimizer
is utilized to update the weights of the actor and critic
networks [60]. The remaining model hyperparameters are
outlined in Table 3.

B. NUMERICAL RESULTS
This section presents and analyzes simulation results to
validate the functionality and evaluate the accuracy of
the proposed PPO algorithm compared to the other three
benchmarks. It is important to note that the GA algorithm
often fails to converge to a feasible solution within a
reasonable time, so it will only be used as a benchmark
when suitable.
Fig. 3 illustrates the reward training convergence of our

PPO agent. The figure highlights how the agent effectively
learns a global policy to address the optimization problem
P1. The agent achieves rapid convergence to the optimal
policy after just 84 episodes.
Fig. 4 illustrates the total utility achieved by our proposed

PPO algorithm compared to the DDPG, A3C, and GA
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TABLE 3. Hyperparameters of the PPO model.

FIGURE 3. Reward convergence of our proposed PPO algorithm. The agent rapidly
converges to the optimal policy after just 84 episodes.

algorithms. PPO, A3C, and DDPG algorithms converge
to the optimal policy that solves P1 within a good
timeframe, but the PPO algorithm achieves higher utility
values. Specifically, after convergence, the PPO algorithm
outperforms the DDPG and A3C algorithms by a utility
values gap of 1.4 and 3.3, respectively. Furthermore, the
GA algorithm converges much slower than PPO, A3C, and
DDPG algorithms, with lower utility values and reduced
stability. Notably, the GA algorithm begins converging after
126 episodes, exhibiting instability due to rapid fluctuations.
The utility values achieved by the PPO algorithm are
approximately 20.7 higher than those obtained by the GA
algorithm. These results clearly demonstrate the superiority
of the PPO algorithm over the DDPG, A3C, and GA
algorithms in terms of both performance and stability.
In the optimization problem P1, the objective is to

jointly maximize the total secrecy rate and energy utilization

FIGURE 4. Utility of our proposed PPO algorithm compared to the DDPG, A3C, and
GA solutions. The PPO solution converges faster than the two benchmarks and
achieves higher utility values.

efficiency while minimizing overall interference. Figs 5, 6,
and 7 depict the total normalized secrecy rate, energy
utilization efficiency, and interference, respectively, for our
proposed PPO algorithm in comparison to the DDPG and
A3C algorithms. It is important to note that the GA, as
demonstrated earlier, fails to converge to feasible solutions
within a reasonable timeframe and has thus been excluded
from these comparisons.
As shown in Fig. 5, the proposed PPO algorithm achieves

faster convergence and higher total secrecy rate values
compared to the DDPG and A3C algorithms. Specifically, the
PPO algorithm provides an average secrecy rate enhancement
of 5.78% and 13.96% over the DDPG and A3C algorithms,
respectively, across the last 100 episodes. Similarly, Fig. 6
highlights that the PPO algorithm not only converges
more rapidly but also achieves superior energy utilization
efficiency, with an average improvements of 15.05% and
20.78% over the DDPG and A3C algorithms, respectively,
in the last 100 episodes. Lastly, Fig. 7 demonstrates the
effectiveness of the PPO algorithm in significantly reducing
total network interference. The PPO algorithm exhibits faster
convergence, lower interference values, and greater stability
than the DDPG and A3C algorithms. Over the last 100
episodes, the PPO algorithm achieves a remarkable 94.55%
and 96.73% reduction in interference compared to the DDPG
and A3C algorithms, respectively.

C. MODEL ADAPTIVITY IN ONLINE DEPLOYMENT
To demonstrate the robustness of the proposed PPO model
in an online setting, we evaluate its adaptability to sudden
changes in the location of the ground eavesdropper. To
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FIGURE 5. Total secrecy rate of our proposed PPO algorithm compared to the
DDPG and A3C. The PPO algorithm converges faster with higher values.

FIGURE 6. Total energy utilization efficiency of our proposed PPO algorithm
compared to the DDPG and A3C. The PPO algorithm converges faster with higher
values.

simulate realistic dynamic network conditions, we use
the Random Waypoint Mobility Model [46] discussed in
Section II-D, where the ground eavesdropper changes posi-
tion every 500 episodes. The convergence speed is defined
as the number of episodes required to reach a steady state,
where the total utility remains constant over the last 200
episodes, similar to [56]. Fig. 8 shows the mobility pattern
of the ground eavesdropper within the designated area, while

FIGURE 7. Total interference of our proposed PPO algorithm compared to the DDPG
and A3C. The PPO algorithm converges faster with lower values and more stability.

Fig. 9 presents the normalized total utility, i.e., the objective
function of problem P1, convergence results for the PPO
model compared to the two established benchmarks. Two
key observations emerge from the results. First, the PPO
algorithm adapts rapidly to changes in the mobility of the
eavesdropper and dynamically finds feasible solutions to
problem P1. This behavior is evident both during the initial
episodes and after the eavesdropper relocates at episode
500. During the initial training phase, the PPO model takes
approximately 39 episodes to converge to a steady state.
However, after the eavesdropper updates its location, the PPO
algorithm re-converges and reaches a steady state by episode
514. This indicates that the convergence speed of the PPO
algorithm, after training and learning the optimal policy, is
approximately 2.8 times faster than during initial training.
This trend persists in later episodes (e.g., 1000, 1500, 2000,
etc.), where the PPO model leverages its accumulated
learning experience to adapt quickly and re-solve our
optimization problem. Second, Fig. 9 demonstrates that the
performance of our proposed PPO algorithm surpasses the
DDPG, A3C, and GA. Specifically, the PPO algorithm
achieves higher utility values compared to the DDPG, A3C,
and GA solutions. Additionally, the PPO algorithm exhibits
faster convergence speeds than the DDPG, A3C, and GA
algorithms. This is particularly evident in episodes 1000
to 1059 and 2000 to 2066, where the DDPG and A3C
algorithms requires more time to converge. Furthermore,
as previously concluded, the conventional GA algorithm
consistently fails to converge to a feasible solution within the
500-episode time frame. These results highlight the dynamic
adaptability and robustness of our proposed PPO algorithm
in handling abrupt changes within the UAV network.
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FIGURE 8. Mobility pattern of the eavesdropper based on the Random Waypoint
Mobility Model.

FIGURE 9. Adaptivity of our proposed PPO algorithm to the dynamic mobility and
environment changes. The eavesdropper randomly moves every 500 episodes, and the
PPO algorithm quickly adapts to these abrupt changes. Our proposed PPO algorithm
converges faster with higher utility values than the DDPG, A3C, and GA benchmarks.

V. CONCLUSION
In this paper, we proposed a DRL model based on the
PPO algorithm to address the problem of multi-objective
utility maximization for a UAV network in the presence
of ground eavesdroppers and energy-harvesting capabilities.
The optimization problem was first formulated as a non-
convex problem with the objective of jointly maximizing

the network’s secrecy rate and energy utilization efficiency
while mitigating total interference by controlling the 3D
positions of UAVs, power allocation, and harvested energy.
Given the high dimensionality and non-convex nature of
the problem, coupled with the limitations of traditional
methods in solving it efficiently, we proposed a PPO-based
DRL algorithm to tackle the problem and learn network
dynamics. Through simulation results, we demonstrated that
our proposed algorithm rapidly converges to the optimal
policy, achieving higher utility values when compared to
the DDPG- and A3C-based DRL algorithms and the GA
algorithm. As part of future work, we aim to extend
the optimization problem to include the optimal selection
of UAVs that can function as jamming UAVs. Also, to
consider more complex scenarios, such as multiple ground
eavesdroppers and distributed cooperation among multiple
UAVs.
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